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1 Introduction

This document describes the Out-of-Band architecture with Aruba Access Points on premise. Aruba
has multiple architectures whose main ones are Aruba controller mode and Aruba IAP mode.

- Aruba controller mode: This architecture is composed of a central Aruba controller who
manages a cluster of APs, and of controller-managed AP's that are the thin AP's which is
configured and managed by the central controller.

- Aruba IAP mode: Aruba Instant is a controllerless Wi-Fi solution. They eliminate the need for
additional controller hardware by distributing controller functionality such as configuration
to the access points (AP). One of AP (out of all deployed) works as virtual controller and
managed all the other AP's.

This Out-Of-Band Aruba enables to have a central UCOPIA solution (with an ADVANCE global license)
communicating with Aruba AP(s) or Controller. The UCOPIA central controller is typically in a
datacenter, and the APs at customer sites (e.g. hotel, restaurant, agency, etc.).

The goal of the Out-of-Band Aruba architecture is to build a centralized architecture over your existing
Aruba Wi-Fi infrastructure, allowing centralized management of the main UCOPIA features: captive
portals, authentication server, provisioning, user directory, traceability of user logs, but without the
need to centralize user traffic. The local Internet access of each site can thus be used for the user
traffic.

The on premise Aruba Aps or controller ensure portal redirection to the centralized UCOPIA controller,
participates in the authentication process, and redirect the user traffic’s logs to the central UCOPIA
controller.

The central controller can be a high availability cluster (Advance product line).

The following schemes presents the global Out-of-Band Aruba architecture.

UCOPIA controllers

Internet

/

~ Aruba Instant AP

Q Aruba Ihstant AP
~, B 1 i

- o o o Central authentication = = = =

Q = Local breakout

Figure 1.a : Global Out-of-Band Instant AP Aruba architecture
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UCOPIA controliers

Internet

Figure 2.b : Global Out-of-Band Instant AP Aruba architecture
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2 User experience workflow

Let’s consider a guest trying to connect on the Wi-Fi on a site A where an Aruba AP is installed. The
user will register on the captive portal to connect with SMS registration.

The workflow (described only in tha case of IAP architecture) is as follows:

1.
2.

Once associated to the Wi-Fi, the user launches his (her) Web browser.

The Aruba AP detects that the user is not connected yet and redirects him to the central
controller. The URL used for the redirection contains the name of the zone associated to the
site A.

The central controller displays the portal associated to the zone corresponding to the site A.
The user fills in the form (phone number, etc.), receives his (her) credentials by SMS and
connects on the portal.

The request is analysed by the central controller. If the credentials entered by the user are
correct, the authentication process is performed between the Aruba AP and the central
controller through the RADIUS protocol. The user’s validity settings are sent to the Aruba AP
through timestamp RADIUS attribute. And Aruba is not able to interpret in Time-credit, so the
disconnection is done by the Ucopia Controller answer to the Interim-Update.

Once the user is authenticated, he can browse using the local Internet access (on the site A).

The user traffic flow is summarized by the following schema.

Internet

1, Portal & authentication

Aruba AP | l®

Central UCOPIA
Advance cluster

Figure 3 : User traffic flow
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3 Advantages and recommendations

3.1 Advantages

3.1.1 Centralization of the user directory

User accounts are centralized on the central controller. The architecture allows a user to login with the
same account on all sites and ensures the user roaming function.

3.1.2 Centralization of captive portals

Captive portals are centralized and therefore configured on the central controller.

You can configure a single captive portal for all sites, or have a specific portal for one site or a group of
sites.

3.1.3 Centralization of user profiles

UCOPIA user profiles are configured and centralized on the central controller.

-When an unauthenticated user comes on the network and tries to connect, the UCOPIA controller
checks his validity settings, the time- and device- based criteria of the profile...

- If the user is successfully connected, the UCOPIA controller sends some information to the Aruba
AP via RADIUS exchanges such as the profile Id, the user name, the expiration date, the session
timeout in case of time credit...so that the Aruba AP can enforce time validity checking before
letting the user access the network.

1 Note: As Aruba APs don’t have a full knowledge of the profile settings on UCOPIA controller (such as starting
i validity date, bandwidth limitation, quota...) via the authentication exchanges with the UCOPIA controller,
I these settings should be locally configured on the profile created and used by the Aruba AP

3.1.4 Centralization of user logs

All Aruba APs in the Out-Of-Band architecture send in real-time all event log entries to the central
UCOPIA controller, so that logs from different sites are centralized in the central UCOPIA controllers.
This logs exchange is done via the standard Syslog (UDP / port 514).

All Aruba logs sent to UCOPIA are to be seen on the Aruba Cloud Services Controller GUI, in “Monitoring
> DEBUG > Process Logs”.

The central UCOPIA controller doesn’t store all syslog information sent by the Aruba APs and only
keeps the ones that feed its SQL database. Here are the logs recorded by the UCOPIA controller:
- Connected users
- Sessions (user @IP and @MAC...)
- Traffic (except for the source MAC address. Only the user IP address and not his MAC address
is stored in the traffic logs)

But, URLs aren’t logged in the UCOPIA controller.
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3.1.5 Local Internet breakout

Each local site can use its own Internet access for connecting users, thus avoiding to centralize the user
traffic toward the central Internet access.

3.2 Restrictions and recommendations

3.2.1 Supported Aruba and UCOPIA versions

The Out-Of-Band Aruba architecture requires:
- For controller-based architecture: a version > 6.4.3 and a license with the module authorizing
firewalling features
- ForIAPs: aversion 26.3.3

Only UCOPIA controllers from version 5.1.11 support the Out-Of-Band Aruba configuration.
3.2.2 Supported authentication / registration modes

With the Out-Of-Band Aruba architecture, most authentication / registration modes are available, with
a few exceptions or limitations listed below:

-802.1x
- Shibboleth

- Limited mail registration as users have to wait for the end of their session with temporary
profile to be able to either click on the autoconnect/autofilllink or to enter their received
credentials on the splash page

- Limited social network authentication as the customer must:
- either change controller name on incoming networks to “central” and then control
his DNS server and resolve “central.access.network” with the IP address of his UCOPIA
controller (if you have a full controller on the DNS server of your guests)
- or change the domain name of his UCOPIA controller, create a new certificate and
create his own social network application

3.2.3 Profile differentiation
As the user traffic doesn’t go through UCOPIA, the Aruba AP is in charge of enforcing the right policy

on the user.

Aruba can apply different profiles depending on various RADIUS attributes, the OS type, the location,
the MAC address or the schedule. Thus, it is possible for Aruba to reuse the UCOPIA profile of the user,
indicated in the RADIUS field “Filter-Id”, in order to apply a distinct policy and QoS for each profile.
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3.2.4 Supported UCOPIA features on user management

As described in 3.1.3, during an authentication, the UCOPIA controller checks all the settings of the
user account and its corresponding profile before allowing the user to get connected.

But, once connected, as the user traffic doesn’t go through UCOPIA, the Aruba AP is in charge of
enforcing the policy on the user. However, the Aruba AP isn’t aware of the entire profile configuration
on UCOPIA as only some information is sent by UCOPIA to the Aruba AP during the RADIUS exchanges.
Here are the profile settings that can be enforced by Aruba AP:

- Time-based criteria:

- Time validity from creation/1%* connection
- Preconfigured end date
- Time credit
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- MAC-based criteria:

- Limitation of the number of authorized devices for a user account

- Limitation of the number of simultaneously connected devices with a user account
- Memorization of user devices

- Automatic reconnection...

- Others:

All other configurations like authorized services, web filtering, limitation of bandwidth and quota, web
marketing injection...are not sent by the UCOPIA to the Aruba. So, any desired QoS policy should be
directly configured and set up in the Aruba AP.

3.2.5 User disconnection

Some disconnection mechanisms aren’t available in the Out-Of-Band Aruba architecture, as explained
below:

Supported in the Out-Of-Band Aruba architecture?

Increased security No

Description: the user will be disconnected from UCOPIA controller but not on
Aruba AP. That can be problematic for users with time credit as no time will be
deducted from the time credit on UCOPIA while the user will access the Internet.

UCOPIA auto disconnect No

Description: because user traffic doesn’t go through the UCOPIA controller, the
autodisconnect feature doesn’t make sense. So, as soon as an Ou-Of-Band
architecture is configured, the central controller disable its autodisconnect
feature.

Only the autodisconnect on Aruba will be able to disconnect a user after a given
inactivity period.

Manual disconnection No

Description: The Aruba APl doesn’t allow such disconnection request. The
disconnection button has been deleted from the feedback page in the Out-Of-
Band Aruba.

Reached max quota Yes

Description: The Aruba AP sends the information of the number of packets
consumed by the user via the RADIUS Interim-Update send every 5 minutes.

Expired credit time Yes
Reached ending validity date (]
Yes

User deletion from the RS
central UCOPIA controller
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3.2.6 Network failure

The user directory is centralized and used by all Aruba APs on local sites. In case of network failure
between the Aruba APs and the central controller, the user directory and captive portal will not be
available, so no new user will be able to connect. It is therefore recommended to set up a redundant
cluster on the central site.

4 Licensing

The central UCOPIA controller handles the concurrent connections of all sites. Therefore, an ADVANCE
global license for managing multi-sites is needed.

You can configure a license limitation per zone or per profile to make sure that the mutualized license
isn’t completely consumed by a given site.

5 UCOPIA configuration

5.1 Prerequisites

5.1.1 Time synchronization (on UCOPIA and Aruba)

The central controller and Aruba AP should share the same time source. It is advised to use the NTP
protocol for that purpose. Aruba AP can be configured in different time zones from one another and
from the central controller.

This time synchronization is particularly important for profiles with expiration date as the central
UCOPIA controller will send to the Aruba AP an explicit end date for the user connection. If the time
isn’t similarly between the Aruba AP and UCOPIA controller, it will directly impact the authorized time
connection of users.

On Aruba: configure the NTP server in the Cloud Controller Services GUI “Configuration >
MANAGEMENT>Clock”

On UCOPIA: configure the NTP server in the administration interface “Configuration > Network > Time
server”.
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5.1.2 Communication between remote sites and central site (on UCOPIA and firewall)

The central controller communicates with all the users on the remote sites as well as with the remote
Aruba AP (see Annex 1: detailed flow diagram). Local users reach the central portal through the
Internet, which is available on the OUT interface. The central controller default route should use the
OUT interface, or any OUT VLAN, to reach the Internet.

If the default route is already defined on an outgoing VLAN (OUT interface), no additional configuration
is needed.

If the default route is already defined on an incoming VLAN (IN interface), the default route must be

modified.
The ports used for the communication between the remote sites and the central site are the following.
Source @IP Destination @IP Port
User’s equipment on remote site Central controller TCP/443
Aruba AP Central controller TCP/443, uDP/1812,
UDP/1813, UDP/514

These are the flows that should be opened from the Aruba AP to the central in order to enable the
Aruba APs to communicate with their central.

5.1.3 New FQDN and certificate on the Aruba devices

It is mandatory to import on an Aruba controller/APs a certificate coming from a known certification
authority, for a complete FQDN (no wildcard). This requirement is to avoid certificate errors or
warnings to the clients.

Indeed, when an Aruba AP/controller redirects users to the central UCOPIA portal, it tells the user to
include the name and domain name of the Aruba AP/controller, so that the user will be able to make
a POST request on the AP/controller to be connected on the Wi-Fi equipment.

Nowadays, Aruba AP/controller have a self-generated certificate not signed by recognized Certification
Authority, generating error messages on the user browser.

Hence the necessity to import a certificate on the Aruba AP/controller.

5.1.4 New FQDN and certificate on the UCOPIA controller

In this architecture, a new public certificate is necessary on the central UCOPIA if no control on the
client’s DNS server (resolving UCOPIA default certificates with the outgoing IP address of the central
UCOPIA).

The default certificates « controller.access.network » or « central.access.network » are only present
for the purpose of feature demonstrations and convenience and are not intended for long-term use
in a production environment. Users are urged to change and use their own certification when in
production.
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5.1.5 Auto disconnection settings
As the user traffic goes through the Aruba AP and not the UCOPIA controller, the Aruba AP is
responsible for detecting an inactive user and disconnecting him.

This “auto disconnection” feature on Aruba AP can be configured on the Virtual Controller Instant in
“Networks > New > Show advanced options”

Figure 1.1: Configuring inactivity timeout (IAP mode)

11 R ;

WLAN Settings

I Name & Usage

Name:

Primary usage: @ Employee
) Voice
) Guest

A e e M N

1

IShow advanced ogtionsl Next Cancel
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Then, change the value of “Inactivity timeout”.

88 WLAN Settings

©\UCOPIA

TURMN YOUR WI-F

Figure 1.2: Configuring inactivity timeout (IAP mode)

up

WLAN Settings

Name & Usage

Bandwidth Limits

Name: anish [ irtime
[7] Each radio
Primary usage: () Employee
it 5 G Downstream: kbps || Per user
) Voice -
> Upstream: | kbps [T per user
@ Guest - )
WMM
Broadcast/Multicast Share DSCP Mapping
Broadcast filtering: ARP i Background WMM: iON | % |
Multicast transmission optimization: |Disabled :I Best effort WMM: |0 | % |
Dynamic multicast optimization: Disabled :l Video WMM: IO % |
DMO channel utilization threshold: |90 | % Voice WMM: {0 | % | ‘
Transmit Rates Traffic Specification [7]
(TSPEC):
2.4 GHz: Min: |1 1l :[ Max: | 54 dl : TSPEC Bandwidth: [—2000 ,' Kbps

5 GHz: Min: | 6 :IMax: 54 :

802.11
Band: All
DTIM interval: 1 beacon :

Min RSSI for probe request: |o |
Min RSSI for auth request: g |

Hide advanced options

Spectralink Voice [
Protocol (SVP):

Miscellaneous

Content filtering:

Disabled v

Inactivity timeout:

1000 | [sec.

Nazauth inactiva cliante:

g D = Save Config| on Ed

Security > Authentication > Profiles

Servers | AAA Profiles | L2 Authentication | L3 Authentication = User Rules | Advanced

[SRETY
[ asa_prof-kge3n
[# srubs-zp-zsss_prof
(3 arubs-w-222_prof
B3 bonnie-aza
= defaut
MAC Authencation
MAC Authentication Server Group
02,1 Authentication
£02.1X Authantication Server Group
RADIUS Accounting Server Group
[ XML API server
[ RFC 3576 server
default-dotix
default-dotix-psk
default-iap-aza-profie
defaut-mac-auth
default-open

default-xmi-api

HEHBEE B HBE

NoAuthAAAProfile

I Nicahlad e

m

Next
Figure 1.2: Configuring inactivity timeout (Controller mode)
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If a user has a limited time credit, then it is recommended to choose the lowest possible value for the
auto disconnection so that, when the user isn’t active on the network, he is quickly disconnected from
Aruba and then from UCOPIA (and he doesn’t unnecessarily consume his time credit).

Auto disconnection after a maximum period of inactivity = Inactive timeout

Inactive timeout: This is the time to age out inactive clients and automatically disassociate them. By
default, Aruba devices age out a client after 1000 seconds of inactivity but you can assign it a smaller
value.

5.2 Central controller configuration

Before starting the central controller configuration, check that the prerequisites are met (time server,
routing and communication ports).

5.2.1 Zone

An incoming zone must be created for each remote site and a portal must be associated to this zone.
The profile must allow this zone as “available input zone”. This zone will be used in the redirection URL
configured on the on-premise Aruba AP. For each remote site, an incoming zone must be added.
However, a site can be associated to several zones.

A zone can be added from the page Administration->Zones.

Zone management

Adding a zone

Identification settings

Zone name * guest_siteA X

Zone type ® Incoming O Outgoing

Description

Time zone

[ Define a time zone @

License limitation

[ Enable license limitation @

* Mandatory fields

Figure 4 : Adding an incoming zone
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TURN YOUR WI-FI UP

5.2.2 Captive portal

The captive portal can be configured from the page Configuration->Customization->Portal

Portals

Display the: Associations (5 )  Configurations (3 ) Visual models (5 )

Configuration name Format Operating modes Hosted Zones Models Actions
Captive portal Adding a configuration
default-portal Laptop, Tablet, Smartphone, Suboptimum mode Standard, Twitter, 'One Click’ [ ] 1

Guest Laptop, Tablet, Smartphone, Suboptimum mode Standard, SMS L ] ]
Autematic connection
auto = Automatic = 1

Mobile application

default-mobile-application = Standard L] 1
Delegation portal Adding a configuration
default-deleg Laptop - ° 2 1 < i

Figure 5 : Configuring a captive portal

For example, a portal with self-registering by SMS

Portals

Changing the captive portal configuration

[~ Configuration settings

Configuration name

Portal security password
This security is particularly important for modes with auto-registration or social networks.

Portal hosting

® Pportal hosting by controller
[] Redirect to an external portal before controller portal
O External Portal

Portal format

3 \ (@ N @ ’) N
o
Suboptimum mode
Laptop Tablet Smartphone
J \ J \ AN J

Authentication

& 2dd 2 new mode

D By credentials

Associate portal authentication with RADIUS ] ' §

Options
[1 pisplay an information portal when the user equipment is recognized (MAC address) @
[[] pefine a service usage policy
[] Redirect user once connected

[[] Ban the device of a user following wrong password attempts

Registration

€ Add a new mode )

Portal with SMS registration
E User accounts will be created with the profile Guest -~ @c | |
SMS sending account mySMSaccount v |@C
Enable sponsoring @ ]
Options
User fields Allow input Mandatory
Login @
Password @
Last name
First name
Gender
Birth date

Phone number @
Email address @
Company name
Postal address

O
O

Preferred language

[m]
[m]
]
]

Interests
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Figure 6 : Example of portal configuration with self-registering by SMS

Then, you have to associate the zone previously created to the portal configuration. A portal visual
model must be chosen for this association.

Portals

Display the: Associations (5 ) Configurations (3 ) Visual models ( 5 )

Zo me Portal type Configuration name Visual model name Status Actiens
Incomigfy zones Adding an association
Captive portal default-portal default-portal [ ] Y j
Delegation portal default-deleg default [ ] < ﬁ
Default-in
Mobile application default-mobile-application default L] Y j
Automatic connection auto - < i
Outgoing zones Caution, only delegate portal may be associated with outgeing zone. Adding an association
Default-out Delegation portal default-deleg default [ ] < j

Figure 7 : Association between portal and zone

5.2.3 RADIUS authentication

The Aruba APs perform user authentication through the RADIUS protocol.
The RADIUS configuration is done from the page Configuration->Authentication->Radius.

Add a new NAS, as the Aruba AP must be defined as a NAS for the central controller.

RADIUS configuration

NAS modification Aerohive
NAS settings
Shortname * Aerchive
Shared secret * ssssse

Authorized subnet or IP address *

® I address 10.1.255.212
O Interface Native outgoing VLAN (10.0.0.0/23)
O subnet address Subnet mask
NAS architecture which performs a portal redirection @
Manufacturer Aerohive
Local exhaust @

NAS-IP-Address @

Confirm

Figure 8 : Adding a NAS

To configure the NAS, you have to go through the following steps:

Define the name of the NAS.
Define the shared secret. This same shared secret will be defined on the Aruba AP as well.

Define the IP addressing containing the Aruba AP IP address. If the AP is behind a NAT, you
have to configure an IP addressing containing the IP address seen by the central controller.

Tick the box “NAS architecture which performs a portal redirection”
Select “Aruba” as Manufacturer

Tick the box “Local exhaust” for local Internet breakout architecture.
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The field “NAS IP-address” is only useful in case of several Aruba AP NATed with the same IP
address. Defining this field overwrites the IP address of the RADIUS request and allows to
differentiate the Aruba APs. Otherwise, all the Aruba APs are seen with the same IP address.

5.2.4 User profile

Define your user profiles, their time- and MAC- based settings (refer to 3.2.3. to have the list of
supported UCOPIA features).

5.2.5 Administrator account

To associate the Aruba AP to the central controller, you need an administrator account. The default
administrator account can be used but it is recommended that you create an administrator on the
central controller with limited privileges for security reasons. You can even create an administrator
account with no right at all (read-only access + access to no tab).

You can create an administrator account from the page Management->Administrators.

Administrator management

Adding an administrator

Administrator identity

Login * Last name
Password * First name
Confirm password * Mail

Duty Phone number

Usage settings

[J Alow write access

— Display settings

- [ ]configuration - [ ]Management - [ ] Menitoring - [] Operations - [ ]options
=[] Network [Users [ Connected users ["]Configuration management [T Documentation
["]Controller ["]Profiles [ Sessions ["]Log file management []Restart
[ JIncoming networks [ services [] Traffic [JUpdate ["]Shut down
[ outgoing networks ["] Delegation [TJURLs [License
[]static routes [ zZones ["] Controller status Password
[]Time server ["]Packages []System [ Maintenance
[]DNS server [ Refill options ["]Reports
[“JFiltering [T]Refill codes
~ - [[] Authentication [[]input Constraints
[ Directories [)Password recovery
[] Certificates [TJURL categories
[JRadius
[ windows
[ shibboleth

- [ Zero configuration
[JFixed IP address

Figure 9 : Adding an administrator account

5.2.6 Access to the syslog service
In order to allow the Aruba APs to send to the UCOPIA controller user logs, then you need to open the
access to the Syslog service from the desired subnet / hosts.

Go to “Configuration > Network > Filtering > Access to the controller” and add a filtering setting
configuration for the syslog service:
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Filtering settings configuration

Access modification

Note : Access to the controller allows you manage the influx of flows to the service controller
Access settings
Service Syslog
Sources Add a source
» Host v |- i
Active

Modify

Figure 10 : Adding an access to the syslog service from Aruba AP

5.2.7 [Optional] New domain name and certificate

By default, the FQDN (Fully Qualified Domain Name) of an UCOPIA controller is
“controller.access.network” or “central.access.network”. A signed certificate is installed matching
theses FQDN:Ss.

If the customer:

- wants to use social networks on his splash page

- doesn’t have control on his DNS server and can’t create a DNS entry in order to resolve the domain
name “central.access.network” with the IP address of its own UCOPIA controller

Then, both the FQDN and the certificate must be modified on the central controller, so that the user
clicking on the social network button isn’t redirected to our UCOPIA public IP address.

]
1
i Authority
1
1

Create a new certificate: to install the certificate for the captive portal, go to the page
Configuration->Authentication>Certificates.

Adding a certificate

Import/show certificates for captive portal

Label [

Certificate from Certification Authority (CA) Parcourir.

Controller certificate Parcourir.

Controller's private key Parcourir.

Private key password ‘

Default @ [}

Confirm

Certificate contents

To obtain detailed information about a certificate, click on its name.

Figure 11 : Adding a new certificate for the captive portal

Modify the controller domain name: the name of the controller must be changed according
to the new certificate. The controller name can be modified from the page Configuration-
>Network->controller.
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Controller basic configuration

Controller name and domain name

Beware : changing the name on incoming networks will invalidate the certificates.
Controller name on outgoing networks * ‘cnnlroller ‘
Domain name on outgoing networks * ‘umpia lan ‘
Controller name on incoming networks * ‘cnnlmller ‘
Domain name on incoming networks * ‘awess,network ‘
Netbios workgroup @ ‘UCOPIA ‘

Figure 12 : Modifying a controller name
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5.3 Aruba Controller configuration

Connect on your Aruba-controller
5.3.1 Configuration of the external RADIUS server

Go to “Configuration > SECURITY > Authentication > Servers (tab) > RADIUS Server” and then Name
your radius server and press “ADD”.

QrubQ’ cLouD SERVICES CONTROLLER

Dashboard ~ Monitoring Diagnosics | Maintenance Save Configuration | 4
WIZARDS Security > Authentication > Servers
AP Servers | AAA Profiles | L2 Authentication | L3 Authentication | User Rules | Advanced
Controller
Campus WLAN B Server Group RADIUS Server
Remate AP [ Instance Actions
AirWave B RADIUS Server aruba-gatien-radius Show Reference | Delete
METWORK B anubagiien-ratis Radius-Server-Anish Show Reference | Delete
Controlier B Raduss .
%) Radus-Server-Anis
VLANs Add
Ports [ LDAP server
P
SECURITY @ intemal DB
7 Authendesten B Tacacs Accounting Server
Access Contro
WIRELESS B TACACS Server
AP Configuration
B RFC 3676 Server
AP Installation
MANAGEMENT @ windows Server
General

Figure 13 : Creation of a RADIUS Server

Click on the Radius server you just created to edit it

RADIUS Server > qa-central-radius Show Reference | | Save As | Reset
Host (101583 |
Key Retype

cppm_password  Retype:

CPPM credentials

Auth Port

Acct Port

Radsec Port

Retransmits

NAS ID

NAS IP

1812
1813
2083
3
Timeout 5 e
‘

Enable IPvE

NAS IPvE

Source Interface

Use MDS

Use IP address for calling station ID

Mode 4
Lowercase MAC addresses !
MAC address delimiter none ¥

Senvice-type of FRAMED-USER

Radsec

Radsec Trusted CA Name

Radsec Server Cert Name

Radsec Client Cert

Figure 14 : Radius server configuration

Apply
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The key must be the same as the shared RADIUS secret on the central controller.

Host as [UCOPIA Controller IP address on out]

Define the ports to be used
The key must be the same as the shared RADIUS secret on the central controller.

Click on “Apply”

5.3.2 Configuration of the server group

Go to “Configuration > SECURITY > Authentication > Servers (tab) > Server Group” and then Name your

server g

roup and press “ADD”.

QrubQ’ CLOUD SERVICES CONTROLLER | aruba-conroler

NETWORKS

Dashboard Monitoring

WIZARDS
AP
Controller
Campus WLAN
Remote AP
AirWave
NETWORK
Controller
VLANS
Parts
IP
SECURITY
> Authentication
Access Control
WIRELESS
AP Configuration
AP Installation
MANAGEMENT
General
Administration
Certificates

Diagnostics

Security > Authentication > Servers

Maintenance

Save Configuration &

Servers | AAA Profiles

= Server Group
Aruba-Anish-SrvGrp
aruba-gatien_srgrp-hnus3
default

internal

RADIUS Server

B =

LDAP Server

=

Internal DB

=

Tacacs Accounting Server

[+

TACACS Server

&3}

RFC 3576 Server

=

Windows Server

L2 Authentication | L3 Authentication

User Rul

Server Group

les

Advanced

Log out adn

[ Instance

Servers out of Service

Actions

Aruba-Anish-SvGrp Show Reference | Delete
aruba-gatien_srvgrp-hnus3 Show Reference | Delete
default Show Reference | Delete
internal Show Reference | Delete
\ga-central-srvgrpl Add

Figure 154: Adding a Server group

Click on the Server group you just created to edit it

Server Group > qa-central-Srvgrp

Show Reference Save As Reset
Fail Through
Load Balance
Servers
Name Server-Type WM-FQDN Maich-Rule
Server Name Trim FQDN Match Rules
ga-central-radius (Radius) v Match Type Operator Match String
Authstring ¥ | contains v |
Add Rule Delete Rule
Add Server | | Cancel
Server Rules
Priority. Attribute Operation Operand Type Action Value Validated

New

Figure 165: Configuration of the Server group

Apply
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- Under servers, click on new

- Choose the Radius server created in section 5.3.1 for the Server Name column
- Leave all other values as default

- Click on “Add Server”

- Click on “Apply”

5.3.3 Configuration of the external Captive portal

Go to “Configuration > SECURITY > Authentication > L3 Authentication (tab) > Captive Portal
Authentication” and then Name your Captive portal and press “ADD”.

arubaQ’ cLouD SERVICES CONTROLLER

Dashboard ~ Monitoring Diagnostics ~ Maintenance Save Configuraton | 4
WIZARDS Security > ication > L3
Servers | AAA Profiles ‘ L2 Authentication | L3 Authentication | User Rules | Advanced
Campus WLAN (B Captive Portal Authentication Captive Portal Profile
Remate AP [ Instance Actions.
[ Anuba-anish-Captive-Portal . "
AlrWave Aruba-Anish-Captive-Portal Show Reference | Delete
NETWORK B aniba-gatiencp_peot aruba-gatien-cp_prof Show Reference | Delete
Controll
ol B oefmit default Show Reference | Delete
VLANS
Pors ®  wisPr Authentication ﬁa-cenlra\-\:p_pm Add
P
®  vPN Authentication
SECURITY
> Authentication ¥ Stateful NTLM Authentication

Access Contral
®

WIRELESS Stateful Kerberos Authentication

AP Configuration
AF Installation

MANAGEMENT
General

Administration

Figure 176: Adding a new Captive portal

Click on the Captive portal you just created to edit it

Captive Portal Authentication Profile > qa-central-cp_prof Show Reference | Save As | Reset
Default Role | guest-logon v
Default Guest Role | guest v
Redirect Pause sec
User Login 4
Guest Login

Logout popup window

Use HTTP for authentication

Logon wait minimum wait sec
Logon wait maximum wait sec
logon wait CPU utilization threshold %

Max Authentication failures ‘0 |

Show FQDN

Authentication Protacol | PAP ¥

Login page https//ga-central tech.uco
Welcome page https//ga-central tech.uco
Show Welcome Page o

Proxy Server Configuration

Add switch IP address in the redirection URL 4

Adding user vlan in redirection URL

Add a controller interface in the redirection URL address I:'

Allow only one active user session

Show the acceptable use policy page

Apply

Figure 187: Configuration of the Captive Web Portal Settings
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Define your default captive portal:

- Default Role = < Role to assign when user is connected (‘guest’ by default) >

- Default Guest Role = < Role to assign when guest user is connected (‘guest’ by default) >
- Redirect pause = ‘1’ (the higher the value the higher the time pause when the user wants to connect)
- Check “User Login”

- Uncheck “Logout popup window”

- login page = https://<central controller FQDN>/zone/<zone label>

- Welcome page = https://<central controller FQDN>/zone/<zone label>

- Check “Show Welcome page”

- Check “Add switch IP address in redirection URL”

- Click on “Apply”

- Click on “Server Group” at the left menu under the captive portal profile you just created

‘ Servers ‘ AAA Profiles ‘ L2 Authentication | L3 Authentication | User Rules ‘ Advanced

[l Captive Portal Authentication Server Group > | ga-central-srvarp v Show Reference | | Save As | | Reset

Aruba-Anish-Captive-Portal

anuba.gatien-p_prof Fail Through
default Load Balance

[ ga-central-cp_prof f—

Server Group ga-central Name Server.Type trim-FQDN Match-Rule
sngrp z
c dius Radius o

]

WISPr Authentication
Server Rules

VPN Authentication Priority Attribute Operation Operand Type Action Value Validated
New

®H ®

Stateful NTLM Authentication

&3]

Stateful Kerberos Authentication

Apply

Figure 198: Server group association to captive portal

- Choose the server group created in section 5.3.2

- Click on “Apply”

If needed, you can configure walled garden to open the access to certain URL even for unauthenticated
users.

Note that if you have changed the default controller FQDN “controller.access.network”, then the
certificate must be modified on the central controller and you must ensure that the new FQDN can be
correctly resolved)
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5.3.4 Configuration of the User Profile

Go to “Configuration > SECURITY > Access Control > User Roles (tab)” and press “ADD”.

Dashboard | Monitoring | Cenfiguration | Diagnosics | Maintenance Save Configuration | 4
[ Security > Accass Control > Ussr Roles
e emRoles | Policies | Time Ranges | Guest Access
Contraller
Camps WLA Hame o Firewall Policies Bandwidth Contract Actions
e jba-ap-guestogan global-3ack.apprf-aruba-ap-guast-logan-sacl logon-conrol UpHot Enforcad Down-HotEnforced  Show Reference | Edit | Delste
P aruba-w-guest-logon  global-sacl,appr-aruba w-guest-logon- sacl Jogon-contral captiveportall Up Mot Enforced Down HotEnforced  Show Referance | Edit | Delste
o authenticaied globasack, apprt-authenticated-sacl,ra-guard!, allowall v-allowall UpiHot Enforced Down Mot Enforced  Show Reference | Edit | Delete
comter b | global-sack apprt.b )-sacl UpHot Enforcad Down NotEnforcad  Show Reference | Edit | Dalste
VLA cpbase global-sack,apprf-cpbase-sack Up Mot Enforced Down Hot Enforced  Show Referance | Edit | Delste
Pans defauit-iap-user-role  alowall UpiHot Enforced DownNotEnforced  Show Reference | Edit | Delets
P detaultviaurole global.sack,apprf-default-va-role-sac, alowall UpHot Enforced Down NotEnforced  Show Reference | Edit | Delete
SECURITY detaultvpn-role global-sack,apprf-defaultvpn.ole-sacllra-guard!, allowall 6 allowall! Up Mot Enforced Diown Hot Enforced  Show Reference | Edit | Delete
Authentication deryall Not Configurad Up:Not Enforcad Down:Not Enforced  Show Referance | Edit | Dslste.
> Access Control quest global-sack, apprf-guest-sacl ra-guard, htp-ack htps-acl dhep-acljcmp-ac., dns-acd v6-http-ack sysiog: sacl/v6-htps-acl vE-dhep-acl vé-icmp-aclv6- UpHot Enforced Down NotEnforced  Shaw Reference | Edit | Delste
WRELESS guestiogon arguard ogon-contrall captveportall v-logon-<antrall < apivepartalél Up Mot Enforcad Down NotEnforcad  Show Reference | Edit | Delete
AP Configurstion logon ra-guard Jog oz I U capti Up:Not Enforcad Down:Not Enforcad  Show Referance | Edit | Delste
AP Installaion woice global-sack,apprf-voice-saclra-guard/ sip-aclnos-ack, svp-aclvacera-acl, skinny-acl/h323-acl, dhep-ac ip-acl,dns-acl jemp-acy wificaling-acy Up:Hot Enforced Down-Hot Enforced  Show Refarance | Edit | Dslsts
MANAGEMENT add
Ganaral

Administration

Figure 209: User roles list

You have to create 2 user profiles.

- Auser role (Preauth): This first user role is to use for users not authenticated
- Auser role (authUser): This second user role is to assign to users after authentication

Each user profiles can be associated to a specific firewall policy to limit or allow a user to perform a
specific action.

User Roles | System Roles \ Policies \ Time Ranges | GuestAccess

« Back
Firewall Policies =~ Bandwidth Contracts Misc. Configuration
Name Rule Count Location Role Name | i
it S %Lm)(u disables re-authentication. A positive value enables
Role VLAN ID [Not Assigned v |
VPN Dialer [Not Assigned ¥ |
L2TP Pool [Not Assigned ¥ | (default-12tp-pooly
PPTP Pool [Not Assigned v | (default-pptp-pool)
Captive Portal Profile [Not Assigned v |
Captive Portal Check for Accounting v
Max Sessions [0 J(-6s535)
idp profile name [none ¥ |
Stateful NTLM Profile Not Assigned ¥
Stateful Kerberos Profile [Not Assigned ¥ |
WISPr Profile [Not Assigned v |
Enable Deep Packet Inspection v
Enable IP Classification 2
Enable Web Content Classification @
Enable Youtube Education
Youtube Education Enabled Caokie | |
Trafiic Control Profile [Not Assianed v | e
Apply

Figure 20: New user role
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Security > User Roles > Add Role

User Roles | System Roles

Policies | Time Ranges | GuestAccess

Firewall Policies =~ Bandwidth Contracts

Name
global-sacl 0
captiveportal ]
ogon-control 7
Add

Rule Count Location

Commands

Misc.

S\UCOPIA

TURN YOUR

« Back

Role Name Preauth | I
fr—
Re-authentication Interval 1. A positive value enables

Role VLAN ID

VPN Dialer

L2TP Pool

PPTP Pool

Capive Portal Profile

Captive Portal Check for Accounting
Max Sessions

idp prafile name

Stateful NTLM Profile

Stateful Kerberos Profile

WISPr Profile

Enable Deep Packet Inspection
Enable [P Classification

Enable Web Content Classification
Enable Youtube Education
Youtube Education Enabled Caokie

Traffic Control Profile

authentication 0-4096)

Not Assigned v

Not Assigned ¥

Not Assigned ¥ | (defauit-2tp-pool)
era0n-pptp- oo

[0 ](-85535)
none ¥

Not Assigned v
Not Assigned ¥
Not Assigned v

£2

v

v

]

[Not Assianed v | T

Apply

View Commands

Figure 21: User Role Preauth with policies

The firewall Policies to use for a preauth Profile can be:

- Role Name = < name can be ‘Preauth’ >

- Captive Portal Profile = < select your external captive portal >
- Click on add, then You can either use an existing policy or create a new one.
- You can select the following existing policies (I not exist You can create a new one)

o Global-sacl: For global rules.

o Logon-control: This policy is to limit user’s connections. It contains the rules shown in

figure 25

o Captive portal: this policy is used to redirect all user’s request to a specific captive
portal and allow ucopia controller url. It contains the rules shown in figure 24

Use them as on figure 23

UserRoles | SystemRoles | Policies | Time Ranges | GuestAccess

Firewall Policies | Bandwidth Contracts

global-sac|

apprf-aruba-w-guest-logon-sacl
logon-control
captiveportal

Add

Misc. Configuration

Re-authentication Interval

Role VLAN ID

VPN Dialer

LZTP Pool

PPTP Pool

Captive Portal Profile

Captive Portal Check for Accounting
Max Sessions

idp profile name

Stateful NTLM Profile

Stateful Kerberos Profile

WISPr Profile

Enable Deep Packet Inspection
Enable P Classflication

Enable Web Content Classification
Enable Youtube Education

Youtube Education Enabled Cookie
Traffic Control Profile

Here, if not yet configured, create an alias for the ucopia central urls and IP.

« Back

minutes v | (0 disables re-authentication. A positive value enables
authentication 0-4096)

Not Assigned ¥

Not Assigned v

Not Assigned ¥ | (default-12tp-pool)
Not Assigned ¥ | (default-pptp-pocl)
aba-w-cp_prof ¥

v
(0 - 65535)

none ¥

Not Assigned v

Not Assigned v

Not Assigned ¥

v

4

v

]

Not Assigned ¥

Apply

Figure 22: User Role Preauth with policies and custom rules
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v user any sve-nups astenat ouoL Low
Add
IP Version  Source Action Log Mirror  Queue  Time Range
alas v service v
alias Service ® Low
[Pva v | |any ¥ ucopia-contraller v | [sve-http (tcp 80) v High A}
New New
Note: Application/Web category rules will not be applied to unsupported platforms
Security > User Roles > Edit Role{aruba-ap-guest-logon) > Edit Session ( appri-aruba-ap-guest-logan-sacl)
tem Roles | Policies | Time Ranges | Guest ACCass
Rules
1P Version Source Action  Log  Mirrar  Queue Time Range Pause ARM Scanning
v twitter_walled_garden swe-https parmit low
add
1P version  Seurce Destination Service fapplication Action Log Mirrer  Queue Time Range
— e e T servica v — s . X -
- alias twitter_walled_garden ¥ | New | Service | sve-hmo (ico 60) RTI (=0t Lt

Nate: Appiication/Web category rules will not be applied to unsupported platforrs.

Pause ARM Scanning

BlackList
No

Pause ARM Scanning

Black List

& UCOPIA

TURN

Figure 23: Adding a new rule / Twitter walled garden rules

Security > User Roles > Add Role > Edit Session (captiveportal)

\ User Roles \ SystemRoles | Palicies | Time Ranges \ Guest Access

Rules
IP Version Source Destination Service/Application Action Log

[ user controller sve-https dst-nat 8081
1Pvd user ucopia-controller  sve-hitp permit

1Pvd user ucopia-contraller  sve-https permit

1Pvd user any sve-http-proxyl dst-nat 8088
1Py user any sve-hitp-proxy2 dst-nat 8088
[ user any sve-hitp-proxy3 dst-nat 8088
[ user any sve-http dst-nat 8080
1Pus user any sve-https dst-nat 8081

Add

Note: Application/Web category rules will not be applied to unsupported platiorms

Mirror  Queue
Low
Low
Low
Low
Low
Low
Low
Low

Time Range

Pause ARM Scanning

BlackList

Figure 24: List of rules for captive Portal Policy

Security > User Roles > Add Role > Edit Session (logon-control)

[ Userroles | systemRoles [ Policies | TimeRanges | GuestAccess

Rules
IP Version  Source Action  Log

1Pvd user any udp 68 deny

1Pud any any sve-icmp permit

1Pvd any any sve-dns permit

1Pvd any any sve-dhep permit

1Pva any any sve-natt permit

1Pva any 169.254.0.0 255.255.0.0 any deny

1Pvd any 240.0.0.0 240.0.0.0 any deny

Add

Note: Application/Web category rules will not be applied to unsupported platforms

Mirror  Queue
Low
Low
Low
Low
Low
Low

Time Range

Pause ARM Scanning

BlackList

Figure 25: List of rules for logon-control Policy

The firewall Policies to use for an authUser profile can be :

- Click on add

- Role Name = < name can be ‘authUser’ >
- Add all the existing firewall policies in the figure 26

- Click on Apply

YOUR WI

Classify Media  TOS  802.1p Priority
Lrjlvyj
Add | Cancel
Done
« Back
Classify Media Tas 802.1p Priority
Black List  Classify Media  TOS  802.1p Priority
ndd | Cancel
Done
«Back
Classify Media 108 802.1p Priority
Done
« Back
Classify Media TS 802.1p Priority

Done
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Security > User Roles > Edit Role(guest)

UserRoles | System Roles | Policies | Time Ranges | GuestAccess

| Firewall Policies | Bandwidth Contracts

Name Rule Count Location
global-sacl
apprf-guest-sacl
ra-guard
http-acl
hitps-acl
dhcp-acl
icmp-acl
dns-acl
vB-http-acl
syslog-sacl
vB-https-acl
vB-dhcp-acl
vB-icmp-acl
vE-dns-acl

Add] .| v

[l e e T e e e T T o T = =)

Figure 26: List of policies for a guest role



Out-of-Band Aruba architecture -ﬁ UCOPIA

TURN YOUR WI-FI UP

5.3.5 Configuration of the AAA Profile

Go to “Configuration > SECURITY > Authentication > AAA Profiles (tab) > AAA” and Press “ADD” then
Name your AAA profile and press “ADD”.

Dashboard ] || Marworrg Dingrostics | Mantonance | | Save Conbgurabon | 4
WIZARDS Security > Authentication > Profiles

R ["Servers [ AAAPrafiles | L2 Autheniication | L3 Authentication | UserRules | Advanced

Controtier

Campus WLAN B asa BAA Profiles Summary

Remote AP [ p— Hame. Role MAC Auth. 8021 Auth. RADIUS Acct. XML-APIAuth.  RFC 3576 Auth, Actions

i o asa logon ‘Show Reference | Delets
Alftave @ Asuba-Anish-AAA @
METWORK Igon Aruba-Anish-SndGrp Show Reference | Delete

B anuvsgaten-asa_prot

Controler aruba-gatien-cp_prof aruba-gatien_srvgrp-hnus3 Show Reference | Delete
] @ aat

VLANs Safaut logon dafault Show Reference | Dlats

=

Ports = detaltdotix Jefault-dotx logon default Show Reference | Delets
[ B delutdoticpsk jefauit-dot I pak logon default-pak Show Reference | Delets
SECURITY & default-mac-auth logon defaut Show Delete
Authentication @ detauitopan Jogon Show Re Dalste
Accass Conuol B omramea tegon ‘Shew Roforsnce | Daltn
WIRELESS B HoaunaaaProtie logen Show Reference | Delets
AP Corfy

P Configuration Add | Cancel

AP Instafiation
MANAGEMENT

General

Administration

Certificates

SHMP

Logging

Clock

Gueet Prowisioniny a

Captive Portal

SMTP

Bandwidth Calculator o

Figure 19: Creation of a AAA profile

Double click on the AAA profile you just created

Swcusity & Aushurtication = Prafie:

Ab4Profics | |7 ddhomention |3 Adhcn cdior e cd
E ana Ak Profila > ga-tentral-aza_pronl Tonmmares)| [Eeawm] Rew
B oan pro gl
whial i gl v
Bl bk as k.
Zwrkcad Fak frar EP7M
B owast
E— SeTusemare vom shep ostior 12
Bl warteesask 2 Muthertieazn Fal Tesogh
[T eT— Mutpls Servr Actouting
drar vz e Erade
seaned
Mg <or wraiees st E
TS Reaing Aecoumng «
SIS et Accaurg
o dser derwahar ks B
i T — v
T Fene G et Duvicu Tyow Ciundicatun -

wren

Swcrzu CHEF

e TLCTIEN S2%ET GaLp

FrETT——
AD4US dwcaumivg Sever o e iy

H AFC 357 sure Operr 512 v s wrvevniing

priy
Commands i Carrmands

Figure 20: Configuration of the AAA profile

- Initial role = < Role to use for users not connected on the network >

- Uncheck “Wired to Wireless Roaming”

- Check “RADIUS Roaming Accounting”

- Check “RADIUS Interim Accounting”

- Click on “Apply”

- Click on “RADIUS Accounting Server Group” at the left menu under the AAA Profile you just
created
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Security > Authentication > Profiles

\ Servers | AAAProfiles | L2 Authentication
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L3 Authentication | UserRules | Advanced
Bl asa RADIUS ing Server Group > | gatien-g gp ¥ Show Reference | Save As | Reset
[# aaa_prof-kge3o
[ bonnie-aaa Fail Through
¥ default Load Balance
[# default-dotlx
Servers
[ detautt-dotix-psk Name Server.Type trim.FQDN Match.Rule
B defauttiap-aaa profile ‘gatien-qemu2-radius Radius No
N
[#  default-mac-auth L
[ default-open Server Rules
B etautamiapi Priority Attribute Operation Operand Type Action Value Validated
New
[ gatien-gemu2-aaa
¥ NoAuthAAAProfile
[ gqacentral-aaa_profi

MAC Authentication
MAC Authentication Semver Group ~ default
802 1X Authentication
802.1X Authentication Server Group

gatien
RADIUS Accounting Server Group  gemu2

RFC 3576 server

Apply
View Commands

Commands

Figure 21: Configuration Radius Accounting on the AAA profile

Choose the server group created on section 5.3.2 and press « Apply »

5.3.6 Configuration of a WLAN

Go to “Configuration > WIRELESS > AP Configuration > AP Group” and click on one AP Group to Access
more configuration.

OrUbO CLOUD SERVICES CONTROLLER | aruba-controller

METWORKS

Dashboard Maonitoring Diagnostics Maintenance Save Configuration &
WIZARDS Configuration > AP Group
AP
Controller AP Group | AP Specific
Campus WLAN default Delete
Remote AP MNoAuthApGroup Delete
AirWwave
NETWORK MNew
Controller
VLANs
FPorts
IP
SECURITY

Authentication
Access Control
WIRELESS
> AP Configuration
AP Installation

Figure 21 : AP Group configuration page

Click on “Wireless LAN” and then on “Virtual AP”.
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WIZARDS
AP
Contraller Profiles

E Wisless LAN Virtual APs
El ViR THame I

Configuration > AP Group > Edit “default"

Profile Details
Campus WLAN

Femote AP AAR Profile
[ detault default default default 1

S5ID Profile VLAN

tunnel

©\UCOPIA
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Enabled

Dalete

AirWave
P @ anoagatiensap_prot ba-gatien-vap_prof anuba-gi _prof aruba-g d_prot g
[ Anuba-Anishvap_prof

tunnel

Enabled

Delete

Contraller Aruba-Anish-vap_prof Aruba-Anish-AAA Aruba-Anish-ssid_prof 1

B RF Management

tunnel

Enablad

Delete

VLANs B Ap
Ports E Q

@ 05
" B Mesh

Add aprofile | LHEW.. v [qa-centrai-vap_prof Add

SECURITY
Authentication
Accass Control

WIRELESS

> AP Configuration
AP Installation

MANAGEMENT
General
Administration
Certificates
SHMP
Loggng
Clock
Guest Provisioning
Captive Panal
SMTP
Bandwidth Calculator

Figure 22 : AP Group configuration page

- Add a new profile
- Choose your AAA profile created in step 5.3.5

Dashboard | Monitoring Diagnostics ~ Maintenance | Sawe Configuraion | &
WIZARDS
AP

Contraller Profiles

Campus WLAN = Wirsiess Lan —

Configuration > AP Group > Edit "default”

Profile Details.

Remata AP = virtisal AP Hame AAA Profile SSID Profile

v B detautt detaut defaul default 1

Enabled

Apply

| VLAN | Forward mads Vitual &7 enable  Aetins |

wnnel

Delata

NETWORK 8 aruba-gatienvap_prot aruba-gatien-vap_prof aruba-g; _prof aruba-g: d_praf 1

tunnel

Enabled

Delete

| Aruba-Anish-vap_prot
Conmoler Sim Anba-Anish-vap_prof  Aniba-Anish-ARA Aruba-Anish-ssid_prof 1

twnnel

Enabled

Dslats

=
B qacontraivap_prot
e

VLANS J-vap_prof q .

L prof v qe-centrai-ssd B WA

A

WA

Delete

Add a profile CNEW-- ¥ Add

SECURITY
Authentication
Access Control

AP Installation
MANAGEMENT
General
Administration
Certificates
SHMP
Logging
Cloek
Guest Provisioning
Captive Portal
SMTP

Bandwidth Calculator Configuration Updated Suecessfully

Figure 23 : Virtual AP configuration

- Create your new SSID profile (--NEW--) to attach to this config
o Name you SSID Profile (Name must not already exist)

Apply

o Modify the “Network Name (SSID)” to create a new one (Choose a Network name

that does not yet exists)
o Click on “Apply”

up
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Dashboard Monitoring Diagnostics Maintenance Sawve Configuration 5
WIZARDS Configuration > AP Group > Edit "default"
AP
Controller Profiles
Campus WLAN = wireless LAN
Remote AP E‘
AirWave SSID Profile >
NETWORK | —NEW-- v |ga-central-ssid
Controller Basic | Advanced
VLANs RE
Ports AP Network
P Q0 Network Name (SSID) |aruba-ga-centrall
DS
SECURITY Me

o 802.11 Security
Authentication

® MNone 802.1x'WEP WPA2 WPAZ-PSK
Mixed

Access Control Network Authentication

WIRELESS -
> AP Configuration EEyEin ® Open ' WEP

AP Installation

MANAGEMENT

General

Keys

Administration
Certificates

SNMP

Logging

Clock

Guest Provisioning
Captive Portal

SMTP

Bandwidth Calculator
Threshold

Commands

Figure 24 : SSID creation popup

- If an error message occurs, click on the left menu <Name of the Virtual AP you just created>/
AAA and change it again there. Click on apply
Click on the Virtual AP you just created to edit it

Corfiguration = A7 Group 2 Edit " default”

Frafiles Frefile etails
wirtunl & > bennie.uirhial.ap Shuwe Pofwnze | Swowds | Fusw
Besic  Aovarced

Ceneral
barriz 2 “Wrial AF snls =
Bk armt o 1

FoatL b Forwad nos turs .
B ouma e~ Dz uree Eunicd
VMR Tk Maansgernasl

ayapr

I Marmgere

Fnrt Simerng

Staaiing Mdi petehg®

[ B

BrosdeastiMulticast

Liyraric Mt cast Cptmeshor [IME)

Lrop Uncadzast ard Jnsnown Kumzast

oMt droadan AT rGuests 1o LNk L

Ak
Eemmands Mo Conmnirds

Figure 25 : Virtual AP configuration

- VLAN = <select one existing Vlan>
- Press on “Apply”
- Press on “Save configuration”
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5.3.7 Role differentiation
If you want to define, in addition to your default profile “guest”, a profile “VIP” with specific rules,

QoS... when this information is received by Aruba from UCOPIA, in the RADIUS response, then you can
configure this as shown below:

Security > Authentication > Profiles

‘Servers AAAProfiles | L2 Authentication | L3 Authentication | UserRules | Advanced

8 anv MAC ication Server Group > [ aruba-ap_srvgrp-cms14 v | Show Reference | | Save As | | Reset
aaa_protkge30
[ aruba-ap-aaa_prot Fail Through

MAC Authentication Load Balance

aruba-

MAC Altheitication SENerGious  ap_sarp Servers

cmsl. Name Server.Type trim-FQDN Match.Rule
802.1X Authentication gatien-gemul Radius No
802.1X Authentication Server Group (D

Server Rules

aruba-
RADIUS Accounting Senver Group  ap_svgrp. Priority Attribute perati Operand Type Action Value Valic
cmsL4 & Filter-Id equals 2 String set role VIP Yes
XML API server 2 Filter-Id equals 3 String set role default-isp-user-role  Yes
RFC 3576 seiver s

aruba-w-aaa_prof

bonnie-aaa

]

default

default-dotLx

default-dotLx-psk

default-iap-aza-profile

default-mac-auth

defauit-open

Apply

Fenfinnration lndatad Siiecacefilh

Figure 26 : Dynamic assignment of profile by Aruba

In this example, when Aruba receives the value 2 in the RADIUS field “Filter-1d”, then it will assign the
profile “VIP” to the user with given QoS, data/time limit...

5.3.8 Configuration of the syslog server

Go to “Configuration > MANAGEMENT > Logging” and press “New”
Define the syslog configuration

- Define the external syslog server with IP address = OUT IP of the central UCOPIA controller
- Category = user

- Let the default logging facility (local 6)

- Choose the severity = Informational

Dashboard  Monitoring Diagnostics  Maintsnance Save Corfiguration &
WIZARDS Management > Logging Servers
P R
Controller Senvers Levels
Campus WLAN Logging Facility
Remote AP Logging Faciliy locald ¥
Airtave
NETWORK Logging Servers
Contratler 1P Address Category Logging Facility Severity Format Source Interface Vian Actions
VLANS 10110011 user lacal0 informational 1 Eot | Delete
Pors 10110011 wireless Incalo infarmational 1 Edt | Delste
'3 101100 11 ap-debug locald informational 1 Edit  Delete
10110011 user-debug lacal0 ifermatenal 1 Edt | Deler
10120011 arm-user-debug Incalo infarmational 1 Edt | Delste
10110011 arm locald informatenal 1 Edit Delete
WIRELESS Hew
AP Configuration Apply
AP Instaltation
MANAGEMENT Commands Ve Commands
General
Admanistration
Certificates
SHMP
> Logging
Clock

Figure 27 : Creation of the syslog server
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5.4 Aruba IAP configuration

Connect on your Aruba Instant AP.

5.4.1 Creation of a WLAN Setting

Under the Network section, press “New”

3{;’%‘ coNTRoLlz | Instant-C5:4B:C8

& 1 Network L) 1 Access Point +

Name — Clients Name — Clients

anish 1 30:fC:b9:c5:4D:cE = 1
New

+

= instant-C5:4B:C8

Figure 28 : Aruba iap admin panel

- Name = <name of the network>
- Primary usage = Guest

New WLAN

T WLAN Setings

WLAN Settings

MName & Usage

Name: |qa-central

Primary usage: ) Employee
) Voice
Guest

Show advanced opfions Next Cancel
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To change the user’s inactivity time period, press “Show advanced options” and change inactivity

timeout (minimum is 60 s).

New WLAN

WLAN Settings

MName & Usage

Name: |ga-central
Primary usage: ) Employee
O Voice
@ Guest
Broadcast/Multicast

Broadcast filtering:
Multicast transmission optimization:
Dynamic multicast optimization:

DMO channel utilization threshold: [ | %

Transmit Rates

2.4 GHz: Min: |1 ~| Max: | 54 vI
3 GHaz: Min: |6 v | Max: | 54 VI

802.11
Band:
DTIM interval:

Min RS5I for probe request: :l
Min RS5I for auth request: :l

Hide advanced options

W WLAN Settings

Help

Acoess

1

Bandwidth Limits

[ airtime
[J Each radio
Downstream: |:| kbps [ Per user
Upstream: l:l kbps [ per user
WMM

Share DSCP Mapping
Background WMM: | | % | |
Best effort WMM: | | =% | |
Video WMM: | [ % | |
Voice WMM: [ % | |
Traffic Specification O
(TSPEC):

TSPEC Bandwidth: Kbps

Spectralink Voice D
Protocol (SVP):

Miscellaneous

Content filtering:
Imactivity Smeout: B
Deauth inactive clients:

S5In- — —

Mext Cancel

Press “Next”
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5.4.2 Configure Client IP & VLAN Assignment

New WLAN

Help

WLAN settngs B

Client IP & VLAN Assignment

Client IP assignment: @) Virtual Controller managed
(O Network assigned

Client VLAN assignment: @ Default

() Custom

Back MNext Cancel

Here you can allow the virtual controller to manage the client IP or let the Network to assign an IP to
the client.

Therefore, you can configure your client VLAN (create a VLAN by choosing “custom”)

- Click Next
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5.4.3 Configuration of the external RADIUS server

Under the “Security” tab, select Auth server 1: and add a new server

WLAN Sotfings 3

Security Level

Splash page type: | External :I
Captive portal proxy | |
SETVET:
Captive portal profile: |- Select Profile — ~|
WISPr: [Disablea |
MAC authentication: | Disabled ;l
Aunth server 1: | New ;I

New Server

(® RADIUS ) LDAP

Name: —

Pedaress: [ |

RadSec: Disabled c

Auth port: 1812

Accounting port: |1813

smrcakey [ |

Repeker: [ |

Timeout: F s

Retyooust:  [5 |

RFC 3576: Disabled ¢

RFC 5997: [] Authentication

[] Accounting
L —

Deadtime:  [5 | mn

pRe . ]

pRoMask: [

previan: [

DR Gatevay: [ |

0K Cancel

- Choose Radius radio button

- Name = <Name of the radius server>

- Ip address as [UCOPIA Controller IP address on out]

- Define the ports to be used

- The Shared key must be the same as the shared RADIUS secret on the central controller.
- Retype key [same as shared key]

- Press “OK”
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5.4.4 Configuration of the captive portal profile

Under the “Security” tab, select “Captive portal profile”: and add a new Captive portal

Edit anish

WLAN Settings VLAN 3

Security Level
Splash page type: [ External ~|
Captive portal proxy | |
Server:
Captive portal profile: | bonnie x| Edit
WISPr: bonnie
MAC authentication: Type: | RADIUS Authenticatic v |
[

Auth server 1: IP or hostname: |h-onnje_tech_umpia_]an |

Auth server 2:

URL: |/zone/Default-in

Reauth interval:

Port: 243

Accounting:

Use htips: | Enabled

Accounting mode:

Accounting interval: ol el [ : Deny internet

Blacklisting: Automatic URL Whitelisting: | Disabled

Enforce DHCP: Server offload: | Disabled

Walled garden: Prevent frame overlay: | Disabled

Disable if uplink type

I R[N KR K10 KRN KX

Use VC IP in Redirect URL: | Disabled

is:

En tion: Redirect URL: |http5:ffbnnme.tech.ucopil| {optional

oK Cancel

- Name = <the captive portal profile name>

- Type = “RADIUS Authentication”

- IP or hostname = <central controller FQDN>
- URL = /zone/<zone label>

- Port=443

- Use https = Enabled

- Captive Portal failure = Deny internet

- Automatic URL Whitelisting = Disabled

- Server offload = Disabled

- Prevent frame overlay = Disabled

- Use VCIP in Redirect URL = Disabled

- Redirect URL = https://<central controller FQDN>/zone/<zone label>
- Press “OK”
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5.4.5 Configuring Security Level

Under the “Security” tab

UCOPIA

TURN YOUR WI-FI UP

WLAN Sefiings P VLAN 3

Security Level

Splash page type: | External :I

Captive portal proxy |
SETVET:

Captive portal profile: |- Select Profile - ~|
WISPr: [ Disabled ~|
MAC authentication: | Disabled ~|
Auth server 1: | InternalServer ;I
Reauth interval: EI

Internal server: No users Users

Blacklisting: [ Disabled ~|
Enforce DHCP: [ Disabled ~|
Walled garden: Blacklist: 0 Whitelist: 0

Fhsame Huplink ype Hagae Owia [ Ethernet

18:

Encryption: [ Disabled ~|

Back

- Splash page type as “External”

- Captive portal profile = [ Captive portal profile created in section 5.4.4 ]
- WisPr = Disabled

- MAC Authentication = Disabled

- Auth server 1 = [ Radius server created in section 5.4.3

- Accounting = Use authentication servers

- Accounting mode = Authentication

- Accountinginterval =0

- Press “Next”

5.4.6 Access Rules

Choose a role-based access rule.

Here, you can create the desired role to assign to all clients who connect to a network

Next Cancel




Out-of-Band Aruba architecture aUCOPIA

TURN YOUR WI-FI UP

Edit anish

WLAN Settings VLAN

Access Rules

M
Coﬁir:;] Roles Access Rules for PreAuth
wired-instant ~| | ® Allow any to domain controller.access.network. -~
L anish @ Allow any to domain central.access.network.
- Role-based PreAuth ~| | ® Allow any to domain bonnie.tech.ucopia.lan. v
New New
- Network-based
- Unrestricted FRole Assignment Rules
Default role: anish
Less
Control
New
Assign pre-authentication role: | PreAuth :l

Back Finish Cancel

¥ hcoess |

Access Rules

Maore

Control Roles Access Rules for PreAuth
wired-instant ~| | @ Allow any to domain controller.access.network. g
anish ® Allow any to domain central.access.network.
) - Role-based PreAuth ~| | ® Allow any to domain bonnie.tech.ucopia.lan. -

wRole] New

- Network-based

0K Cancel
- Unrestricted Hole Esig‘nmenl Files

Default role: anish

Less
Control

Assign pre-authentication role: | PreAuth :l
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Once a role is created by following the steps below,

- Press “New” under the Roles section
- Enter a new role
- Click OK

Then, you can assign access rules to the role. To do so, you have to

- Click on the role you just created
- Press “New” under the “Access Rules for” section

ESSID

Access Rules

Maore

Contral Edit Rule Allow any to all destinations + log

Rule type: Service: Action: Destination:

L W * network any T Allow T to all destinations T
9 - Role-based
Application
- Metwork-base Application category
- Unrestricted web categary

Wweb reputation

Less

Control Cptions: # Log Classify media DSCP tag
Blacklist Disable scanning g02.1p priority
Ok Cancel
T
#| Assign pre-authentication role: | Preauth v

Manitoring

Usage Trends

Clients
i0

Then configure the rule you want by choosing the desired Rule type.

You can also define a specific rule before assigning a role to a connected user.

- Gotothe “Role Assignment Rules” section

- Press “New” to add a new condition

- Under Attribute, you can select to attribute to compare. Here we choose the Filter-Id
attribute.

- Under Role, select the role to assign to the user if the condition is respected.

- Press “OK”

The « Role Assignment Rules » can enable you to make rules as:

- If Filter-Id equal 2 Assign Role “Bandwidth-limit”
- If Filter-Id equal 3 Assign Role “limited-category-profile”
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WLAN Sottings VAN i

Access Rules

More
Control

3 - Role-based

- Network-based

- Unrestricted

Less
Control

Press ‘Finish’

S\ucoriA
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Roles

wired-instant

Access Rules for PreAuth
~| | ® Allow any to domain . twitter com.
® Allow any to domain .twimg.com.

anish
PreAuth ® Allow any to domain controller.access.network. -
New New Edit Delete L

Role Assignment Rules
Default role: anish

New Role Assignment Rule
Attribute: Operator: String:

Role:

Filter-Id | [equals -] 2

| fwired-instant |~

OK

Cancel

TS ST e A e T A T TOTE T PreATT

— |

5.4.7 Configuration of the syslog server

Define the syslog configuration

- Press System, then “show advanced option”

- Press “Monitoring” tab
- Define the syslog server with IP address = <the central UCOPIA controller IP>

- Choose the Facility Levels = INFO
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Génsralités | Admin | Liaison montante | Mobilité L3 | Analyse |

WISPr | Proxy | Services en fonction du temps |

Serveurs

Serveur journaux syst..  [10.1.100.11
S s TETE

Miveaux installation journaux syst.

Journal systéme:

—

Te—

Débogag utilsateur-

Sans fil :

SHMP
Chaines de communaute pour SNMPV1 et SNMPV2 Utilisateurs pour SNMPVZ
Nom Protocole d'authentification Protocole de confidentialite
Créer Creer
SHMP Traps:
Récepteurs d'interruptions SHMP
Adresse IP Version CommunautéMNom dutilisateur  Port INFORM
Créer

Masquer les options avancées

Ok Annuler

Then edit your Network configuration to allow the user to send its logs to an external server. To do

that, click on your network to edit it.
- Go to the Access tab

- Edit the user’s role and add a new Access rule (At least one access rule must allow syslog to

your central ucopia controller).

- For your traffic to be logged, check the log option. This will log info when rule matches.

WLAN Settings [P VLAN i

casw

anish
Access Rules
1
More
Contral New Rule
Rule type: Service: Action: Destination:
® Network =] [atow <] [ pornuarserver <]
- Role-based
O Application
IP:
- Network-base © Application category 10.1.100.11
- Unrestricted © Web category
) Web reputation
Less . . N
Control Options: Log [] Classify media [] DSCP tag
[[] Blacklist [[] Disable scanning [[] 802.1p priority
oK Cancel
Assign pr ication role: | PreAuth |
Monitoring
Usage Trends
Clients
10
5 l:
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Click on OK

6 Annex 1: detailed flow diagram

The following diagram describes in detail the flows between the user at remote site, the Aruba AP and
the central controller for authentication process.

6.1 Portal authentication

SSID association

DHCP exchange

@
<

<«—» DHCP server

v

DNS resolution
< » DNS server

HTTP request

v

HTTP redirection to the central controller

4
<

HTTPS request to the central controller

\4

Captive portal’s display and registering/authentication ¢f the user
P | If correct credentials, pre-

L . .
authentication on the central
controller

HTTPS POST with credentials

RADIUS request (see example 1)

»
»

RADIUS response (sessionTimeOut,|filterID...) (see example 2)

Authentication on Aruba AP &

RADIUS start (see example 3)

v

RADIUS accounting response

HTTPS response

<

Feedback page request

Feedback page

<

USER TRAFFIC

«

\/

RADIUS stop (see example 4)
If inactive user / forced disconnection / reached validity s
settings... 2 disconnection on the Aruba AP

>
| User disconnection in the central

RADIUS accounting response
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This diagram illustrates the exchanges in case of an Aruba IAP architecture. In the case of controller-
based APs, then the IAP should be replaced by the Aruba controller (which initiates the redirection and
RADIUS exchanges with the UCOPIA controller. The light APs never communicate with the UCOPIA
controller).

6.2 RADIUS exchanges

Example 1: RADIUS Access-Request
Aruba Instant AP Access-Request

Calling-Station-ld = MAC address of the end user
Called-Station-Id = MAC address of the NAS (configurable)
Framed-IP-Address = IP address of the user after authentication

Aruba Controller Access-Request

Example 2: RADIUS Access-Accept

Aruba Instant AP Access-Accept
Thu Dec 21 17:52:36 2017
Packet-Type = Access-Accept
Ucopia-Ldap-Id = "1"
Ucopia-validitytype = "inherited"
Ucopia-ProfileId := "3

Ruckus-Role := ©"3®

Filter-Id := "3"

Ucopia-Group := "Fin_valid 15min"
User-Name :=

Session-Timeout = 986
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Aruba Controller Access-Accept
Thu Dec 21 19:02:27 2017
Packet-Type = Access-Accept
Ucopla-Ldap-Id = "1"
Ucopia-validitytype = "inherited"
Ucopia-ProfileId := "4"

Ruckus-Role := "4"

Filter-Id := "4
Ucopia-Group := "Cred 15min"
User-Name := "d"
Session-Timeout = 900

Example 3: RADIUS Accounting Start

Aruba Instant AP Accounting Start

Aruba Controller Accounting Start
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Aruba Controller Interim update

Example 4: RADIUS accounting stop
Aruba Instant AP accounting stop

ub

o+~ ~+~+~+~+

Aruba Controller Accounting stop
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7 Annex 2: Walled garden for social networks

7.1 Facebook, Twitter, Google, LinkedIn
The following open-access URLs must be opened.

‘facebook.com

|
[facebook.net |
|
|

Facebook :
‘akamalhd.net
‘fbcdn.net
google.com

Google
‘googleapis.com
‘gstatic.com

. ‘Iinkedin.com
LinkedIn

‘*.twitter.com

Twitter ‘*.twimg.com

‘Iicdn.com |

‘a bs.twitter.com

7.2 OpenlD Connect

The following open-access URLs must be opened.

e Authorization endpoint: URL of the OpenlID Connect application authorization endpoint.
Example: https://server.example.com/connect/authorize.

e Token endpoint: URL of the OpenID Connect application Token Endpoint.
Example: https://server.example.com/connect/token

e Userinfo endpoint: URL of the OpenID Connect application Userinfo Endpoint.
Example: https://server.example.com/connect/userinfo

8 Annex 3: Summary table on available features

The following table is provided as a summary of the supported features in the Out-Of-Band Aruba
architecture:

Features OOB Aruba Comments

SECURITY

Authentication

- Web captive portal - Hosted by central UCOPIA



https://server.example.com/connect/authorize
https://server.example.com/connect/token
https://server.example.com/connect/userinfo
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- 802.1x/PEAP

- 802.1x/TTLS

- 802.1x/TLS

- Social networks (Facebook, Twitter, G+, LinkedIn,
OpenlD Connect)

- Only if the domain name /certificate has been
changed and publicly declared, and a new
social network application is created, or

-If the customer has control on the DNS server
and created a new DNS entry for resolving
“central.access.network” with the outgoing IP
address of his UCOPIA controller

- Fixed MAC address or IP address

- Automatic @MAC address authentication

AN

- Shibboleth

Redirection on corporate web portal

URL/domain filtering (HTTP and HTTPS)

Not ensured by UCOPIA controller as the
traffic won’t go though it

Access permissions on basis of user profile

AN

Aruba profile management based on RADIUS
attributes, the OS type, the location, the MAC
address or the schedule.

Aruba can use the information of UCOPIA
profile provided that no dynamic VLAN is used.

Controller’s incoming VLANs/subnets

AN

WPA, 802.11i compliance

URLs available before authentication

Pre-authentication charter acceptance

Private information charter acceptance (opt-in
marketing)

Password policies and password recovery

Quarantine after N wrong password attempts

Connection break between two sessions

ANENANEANIRNANE

Connections traceability and logs

Sent by Aruba AP to UCOPIA in real-time

- User sessions

- Traffic

- URL

- Automatic logs backup via FTP(S)

- Automatic logs compression

Audit logs (Syslog)

MOBILITY
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QoS (by service, by user)

No BW limitation / reservation possible on
UCOPIA as the traffic won’t go though it

Data volume quota

No quota applied by UCOPIA as the traffic
won’t go though it

Time based access control

- Configured ending validity date

- Configured ending validity date

- Time credit

Location based access control: Localization on
incoming and outgoing zones

Multi-portal (one portal per zone)

Conditional profile

Only for the supported features of the profile

Memorization and limitation of devices per user

Auto disconnection

N/A

Disabled on the central controller as soon as
an Out-Of-Band architecture is set up

Possibility for the user to disconnect from the
captive portal (thanks to a « Disconnection”
button)

The disconnection button is hidden in an OOB
Aruba architecture because the Aruba API
won’t support such a disconnection request
from the user browser

Increased security

ADMINISTRATION

Done on central

License per zone or user profile

SMS registration

Mail registration

Limited mail registration as users have to wait
for the end of their session with temporary
profile to be able to either click on the
autoconnect/autofilllink or to enter their
received credentials on the splash page

Sponsoring by email

User account refill by code or online payment

Automatic user accounts purging (global or per
profile)

Manual user account exportation via CSV

Automatic user account exportation via CSV

Delegated provisioning

- Customization

- Multi zones

- Connection ticket printing (or sending by SMS or
email)
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- Creating accounts in mass from a CSV file

- User account refill by code

Supervision of connected users

Statistics -

- Predefined graphs

- Manual CSV export

- Automatic CVS export

Reporting (PDF), send by email or FTP

Customizable web portal

Customizable connection ticket per zone or
profile

SNMP -MIB I -

External Syslog

CLI -

Multi zone administration

Physical Administration port (>=5000)

BILLING

AN

Online payment (credit card, PayPal, Ingenico)

Only one PMS can be configured and
integrated with the central UCOPIA

PMS connector

INTEGRATION

Integration with a corporate LDAP directory
(OpenLDAP, ActiveDirectory)

Integration with one or more directories

Integration with external RADIUS (proxy)

Integration with secondary RADIUS (failover or
load-balancing)

Web proxy integration

ICAP compliant

ANANANEENIANANEN

API for third party tool integration




