
UCOPIA Communications

Out-Of-Band Meraki



CONTEXT 2

Meraki AP
10.0.1.111 (DHCP)

Central UCOPIA
172.16.10.150
cloud1.ucopia.com

Cloud Meraki
- 84.14.161.21
- 84.14.161.29
- 185.17.255.128/25
- 185.92.120.0/25
- 50.115.86.96/27
- 217.89.128.0/24
(cf. dashboard « Help > Firewall information »)

Firewall
10.0.0.1
 Correct FW openings rules need to be applied so 
that Meraki AP can communicate with Cloud Meraki



UCOPIA CONFIGURATION 3

Create the concerned zone (e.g. « Meraki »)



UCOPIA CONFIGURATION 4

Create as many NAS configuration in the central UCOPIA as needed for the inbound traffic:
- 84.14.161.21
- 84.14.161.29
- 185.17.255.128/25
- 185.92.120.0/25
- 50.115.86.96/27
- 217.89.128.0/24



UCOPIA CONFIGURATION 5

Create a portal association on the concerned zone (e.g. « Meraki »):



UCOPIA CONFIGURATION 6

Create a filtering access for UCOPIA syslog server to the different Cloud Meraki subnets listed 
above.



MERAKI CONFIGURATION 7

In « Wireless > Configure > Access control » of the concerned SSID (1/3):



MERAKI CONFIGURATION 8

In « Wireless > Configure > Access control » of the concerned SSID (2/3):



MERAKI CONFIGURATION 9

In « Wireless > Configure > Access control » of the concerned SSID (3/3):



MERAKI CONFIGURATION 10

In « Wireless > Configure > Splash page » of the concerned SSID:



MERAKI CONFIGURATION 11

In « Network-wide > Configure > General »:


